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The Web Site User extension provides tools for authenticating and authorizing Web site users and/or groups to

access an InterLoom built Web application. Since many business processes require security, this extension is

often the first step to increase functionality of the e-business system. The granular levels of security provided

by the Web Site User extension also allow for varying degrees of secure content to be made available to users.

Business Case: As more business processes become Web-enabled, administering security becomes a critical issue

for organizations that must decide who has access to differing levels of content and business functions within

the e-business system. The increasing number of Web applications also requires that a single sign-on into the

e-business system authenticate and appropriately authorize users to their respective applications. The Web Site

User extension provides InterLoom™ Web objects, beans, and filters for Web site user to self-register, reset passwords,

change their user properties, and login/logout. Users may be grouped for granular or hierarchical authorization.

Features

Benefits

LDAP compliant

Map current user directory to LDAP server to quickly register Web

application users.

InterLoom Editor Control
Web User Manager

Web Permission Manager

Create and manage users and groups directly from the InterLoom Editor.

Web Admin Filter

Enable authorization to be toggled on/off.

InterLoom Beans

Quickly create forms that use pre-built Web Site User administration

functions.

Password Control
Auto generate passwords
Enforce password requirements

Password expiration time

Create an effective user ID/password policy that fits the organization

and applications.

User Lockout

Enable/override Web Site User lockout status.
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InterLoom Beans

Functions

Web Admin Login

Allows a Web site user to login to access pages restricted by the Web Site

User extension.

Web Admin Logout

Logs a user out of the Web Admin system.

Web Admin User Creator

Creates a new authorized Web Site User.

Web Admin User Updater

Updates an existing Web Site User.

Web Admin Change Password

Allows a Web Site User to change their password.

Web Admin Reset Password

Resets a Web Site User’s password.

Web Admin Property Populator

Populates a form with a Web Site User’s properties.

Web Admin Property Saver

Saves properties for a Web Site User.

InterLoom Filter

Function

Web Admin Filter Secures access to content at the Web page level. Enables quick, toggled
on/off functions.
InterLoom Managers Functions

Web User Manager

Organizes users, groups, properties and export/import of users.

Manages global security settings.

Web Permission Manager

Creates Web permission documents which define access control settings

for the Web site.




